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Executive Summary

The DoD has developed multiple modeling and simulation (M&S) environments designed to
approximate the physics involved in the destruction of combat platforms when subjected to enemy
fire. DoD researchers model these scenarios by decomposing the physical system into a hierarchy
of subsystems, each further composed of its own interconnected subsystems. The M&S is
similarly built up from a hierarchy of subsystem-level models (sub-models for short) that are
individually fit to subsystem-level test data. The M&S hierarchically arranges the sub-models to
enable prediction of the system-level quantity of interest (QOI), such as the state of damage or
residual functionality of the platform. This QOI is used by system evaluators to assess vehicle
vulnerability. The Army and Air Force individually develop and maintain their own M&S for
assessing system-level vulnerability, called the Advanced Joint Effectiveness Model (AJEM), and
Computation of Vulnerable Areas and Repair Times (COVART), respectively.

We found that model maintainers have not conducted a rigorous analysis of the cumulative
effects on outcome variability, which is due to this hierarchical structure of sub-models. In this
article, we demonstrate a comprehensive uncertainty analysis using a notional data example. That
is, we develop a simplified form of AJEM/COVART, using sub-models that we statistically
formulate and fit to notional data, rendering this case study suitable for public release. The
simplified M&S retains the same number of hierarchical layers as the original, but the number of
sub-models and the complexity of each have been substantially reduced. The purpose of the
uncertainty analysis is to propagate forward the parameter and input uncertainties that accumulate
in the hierarchy of sub-models to the system-level QOI.

The simplified M&S considers an attack scenario that depicts a ground combat vehicle being
engaged by indirect artillery, drawing inspiration from a similar textbook example [Driels (2004)].
This scenario starts with the detonation of an artillery warhead at a specific position and orientation
above the vehicle. As the warhead detonates, it disperses fragments in all directions, commonly
known as shrapnel. The simplified M&S tracks a single fragment as it intersects the vehicle. The
mass and velocity of the fragment in this example depend on the tilt angle of the warhead when it
detonates. If the fragment penetrates the vehicle’s turret roof armor, it has the potential to damage
three components that are essential to the vehicle’s mobility. The output of the simplified M&S
is the probability of degraded mobility, while the input is the warhead tilt angle.

The simplified M&S is composed of seven independent sub-models. Six are statistical
regression models that are each independently fit to data obtained from one of three experiments.
The seventh sub-model is a deterministic fault tree model that is not fit to test data. The M&S
hierarchically arranges the seven sub-models, such that the outputs of sub-models lower in the



hierarchy serve as inputs to sub-models higher in the hierarchy. The primary input to the simplified
M&S is the warhead tilt angle, while the system-level output, also known as the QOI, is the
probability of degraded mobility. The case study details the methods used to develop the sub-
models and to propagate uncertainty.

The uncertainty propagation proceeds in four stages. Each stage propagates uncertainties
from one level of the hierarchy to the next. The first stage involves a standard posterior predictive
distribution (PPD) computation that is common in Bayesian regression modeling [Gelman et al.
(2013), e.g.,]. The second and third stages used a hybrid approach that combines the standard PPD
computation with the forward propagation of input uncertainty. The fourth and final stage is a
straightforward application of the forward propagation of input uncertainty [Ghanem, Higdon, and
Owhadi (2017), e.g.,].

The uncertainty propagation produced the primary result of the case study, which appears in
the figure below. The vertical axis depicts the uncertainty in the system-level QOI, probability of
degraded mobility, for a range of values of the initial condition on the horizontal axis, warhead tilt
angle. The uncertainty was influenced at each stage of the propagation, growing and transforming
from one layer of the heirarchy to the next.
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Figure 1. Probability of degraded mobility by warhead tilt angle. Percentiles include the
propagated uncertainty due to the hierarchy of sub-models.

The uncertainty stems from parameters and inputs. Parameter uncertainty was
independently estimated for each sub-model as a joint posterior distribution of the parameters,
obtained in the model fitting process. Input uncertainty, on the other hand, was assigned to each
sub-model’s input. Input uncertainty was defined as a distribution, equal to the PPD of the sub-
model that came before it in the hierarchy.

The primary result offers decision makers valuable insights into the uncertainties of the QOI
predictions and the specific conditions influencing the predictions’ accuracy and reliability. This



heightened understanding empowers decision makers to make more informed and robust choices,
taking potential risks and their probabilities into account. The result also provides valuable
insights for decision makers regarding resource allocation. For instance, when planning further
testing and M&S development, one can create hypothetical data to assess its impact on uncertainty.
Trade studies can then identify specific subsystem-level tests and conditions that offer the best
reduction in system-level QOI uncertainty. These study results can effectively inform resource
allocation decisions.

The simplified M&S had many limitations relative to AJEM/COVART. The simplified M&S
was composed of only six statistical regression models and one deterministic fault tree model. The
actual M&S includes libraries of hundreds of sub-models, such as the Fast Air Target Penetration
or Projectile Penetration libraries, capable of simulating a vast array of threat-target engagement
scenarios. These sub-models are empirical and are primarily formulated as engineering equations.
Other sub-models in the actual M&S include look-up tables and statistical models, both stochastic
and deterministic.

Despite these limitations, the similarities between them were substantial enough to envision
a future application of our UQ approach to AJEM/COVART. The main challenge preventing this
application is that some sub-models within AJEM/COVART do not readily accommodate
uncertainty quantification. Some sub-models are based on little to no test data, while others were
developed as simple look-up tables and were not formulated using a statistical framework.

Future work could identify and prioritize sub-models within AJEM/COVART that are in
need of improvement. A study could prioritize sub-models that have two qualities: the greatest
influence on the system-level QOI, and the greatest influence on the uncertainty in the system-
level QOI. The first quality could be quantified using past senstivity studies conducted by the
Army and Air Force, while quantifying the second may require additional work.
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Uncertainty Quantification for Ground Vehicle Vulnerability

Simulation

A vulnerability assessment of a combat vehicle uses modeling and
simulation (M&S) to predict the vehicle’s vulnerability to enemy attack.
The system-level output of the M&S is the probability that the vehicle’s
mobility is degraded as a result of the attack. The M&S models this
system-level phenomenon by decoupling the attack scenario into a
hierarchy of subsystems. Each subsystem addresses a specific scientific
problem, such as the fracture dynamics of an exploded munition, or the
ballistic resistance provided by the vehicle’s armor. For each subsystem,
laboratory testing is conducted to gather data to fit a subsystem-level
model. The M&S hierarchically connects the subsystem-level models to
enable prediction of the system-level output. As part of the DoD’s ongoing
effort to improve M&S using verification, validation, and uncertainty
quantification, we present a case study that propagates uncertainties in the

hierarchy of sub-models to the system-level output.

Keywords: validation; verification; uncertainty quantification; live fire test
and evaluation; vulnerability assessment; design of experiments;

propagation of uncertainty.

1. Introduction

As part of acquiring a new combat vehicle, the Department of Defense (DoD) conducts
survivability testing and then submits a live fire test and evaluation (LFT&E) report to
Congress before full-rate production of the vehicle begins. Live fire testing of a new
combat vehicle includes Full-Up System-Level (FUSL) tests, as well as various
combinations of component-, subsystem-, and system-level tests. FUSL testing is
mandated by Congress, and involves “realistic survivability testing for vulnerability of
the system in combat by firing munitions likely to be encountered in combat at the

system configured for combat.” (U.S. Code Title 10 Section 4172). FUSL tests are



inherently costly and generate minimal data quantities; nevertheless, they offer
unparalleled battlefield-realistic vulnerability insights prior to the vehicle’s deployment.

The LFT&E report includes a vulnerability assessment that examines the
characteristics of the vehicle that cause it to suffer degradation or loss of capability to
perform the designated mission as a result of enemy attack. The assessment primarily
draws upon data from live fire testing, supported also by information from design
analyses, examinations of combat and safety incidents, controlled damage experiments,
developmental and operational tests, as well as modeling and simulation (M&S).

Subsystem-level tests, such as armor characterization or ballistic exploitation
tests, are more affordable and produce data in greater quantities than FUSL tests, are
executed in a controlled laboratory environment, and address specific scientific and
engineering problems. For example, the armor of the combat vehicle undergoes isolated
testing on a dedicated test stand within a laboratory setting to assess its ballistic resistance
capabilities, independent of its integration with the rest of the platform. Results from
subsystem-level tests independently contribute to a vulnerability assessment, and are also
used in the development of M&S.

The DoD has developed a specialized form of M&S designed to approximate the
intricate physics involved in the destruction of combat platforms when subjected to
enemy fire. DoD scientists address the problem by breaking down the physical system
into a hierarchy of subsystems, each further composed of its own interconnected
subsystems. The M&S is similarly built up from a hierarchy of subsystem-level models
(sub-models for short) that are individually fit to subsystem-level test data. The M&S
hierarchically arranges the sub-models to enable prediction of the system-level quantity
of interest (QOI), such as the state of damage or residual functionality of the platform.

The M&S has a fast execution time because the sub-models generally do not use finite



element methods, and instead rely on fast-running empirical algorithms, such as physics-
based approximations of governing equations, statistical models, mathematical models,
look-up tables, and surrogate models.

This form of M&S was developed decades ago and has been continuously
improved since. The Army and Air Force individually develop and maintain their own
M&S for assessing system-level vulnerability, called the Advanced Joint Effectiveness
Model (AJEM), and Computation of Vulnerable Areas and Repair Times (COVART),
respectively. Typical improvements to these M&S include new sub-models to address
physical phenomena of new and emerging threat systems, as well as improvements to
existing sub-models by incorporating new subsystem-level test data.

The DoD is also continuously improving the verification, validation, and
uncertainty quantification (VVUQ) that is applied to this form of M&S. VVUQ are three
interdependent tasks that are crucial toward ensuring the reliability and accuracy of M&S,

and are defined as follows [Ghanem, Higdon, and Owhadi (2017)]:

e Verification is the process of determining that a model or simulation
implementation and its associated output accurately represent the developer’s
conceptual description and specifications.

e Validation is the process of determining the degree to which a model or
simulation and its associated outputs are an accurate representation of the real
world from the perspective of the intended uses of the model.

e Uncertainty Quantification is the rigorous analysis and measurement of
variations in mathematical models and simulations, aiding in understanding the
consistency of the predictions with the phenomena they represent, and decision-

making in complex systems.



It is well known that the output of AJEM and COVART depends on inputs that
are uncertain, and is based on sub-models that are imperfect representations of reality.
When the resulting uncertainty in the system-level QOI can be effectively quantified
through VVUQ, M&S significantly enhances its value to decision makers involved in the
acquisition process [Ghanem, Higdon, and Owhadi (2017)].

Two common analyses within VVUQ are sensitivity and uncertainty analysis.
Sensitivity analysis examines the impact of variations in the inputs of M&S on its
corresponding output. This proves useful for identifying inputs, or interactions between
inputs, that exert the most influence on the output. By doing so, researchers enhance their
understanding of the M&S, detect anomalous M&S behaviors, and prioritize areas
necessitating refinement.

On the other hand, an uncertainty analysis, which is the central focus of this case
study, differs from sensitivity analysis in the way it handles M&S inputs. In an
uncertainty analysis, inputs are treated as uncertain and represented as random variables,
associated with one or more probability distributions that are subsequently propagated
through the M&S to yield system-level output. The primary focus of an uncertainty
analysis lies in the distribution of the output, shedding light on the variability and
robustness of the M&S under different input conditions.

An uncertainty analysis applied to AJEM/COVART presents signficiant
challenges. AJEM/COVART comprises extensive libraries with hundreds of empirical
sub-models, each featuring diverse formulations and varying levels of complexity. Some
sub-models draw from ample test data, while others rely on minimal or no data.
Furthermore, while certain sub-models accommodate uncertainty quantification using
statistical or probabilistic methods, others produce deterministic outputs through simple

look-up tables, even when their outputs are recognized as uncertain.



This case study aims to demonstrate a comprehensive uncertainty analysis using
atoy example. That is, we develop a simplified form of the M&S, using sub-models that
we statistically formulate and fit to notional data. The simplified M&S retains the same
number of hierarchical layers as the original, but the number of sub-models and the
complexity of each sub-model have been substantially reduced. The purpose of the
uncertainty analysis is to propagate forward the parameter and input uncertainties that
accumulate in the hierarchy of sub-models to the system-level QOI. We are unaware of
any past research that has had this goal.

The article is organized as follows. Section 2 details the methods, which starts
with an overview of the case study, and then addresses two subsections, detailing the
methods used to develop the simplified M&S and to propagate uncertainty. Section 3

presents the results of the propagation of uncertainty, and Section 4 provides a discussion.

2. Methods

The simplified M&S considers a ground combat vehicle being attacked by indirect
artillery, drawing inspiration from a similar textbook example [Driels(2004)]. This
scenario starts with the detonation of an artillery warhead at a specific position and
orientation above the vehicle. As the warhead detonates, it disperses fragments in all
directions, commonly known as shrapnel. The simplified M&S tracks a single fragment
as it breaches the vehicle. The mass and velocity of the fragment in this example
depend on the tilt angle of the warhead when it detonates. If the fragment penetrates the
vehicle’s turret roof armor, it has the potential to damage three components essential to
the vehicle’s mobility. The output of the simplified M&S is the probability of degraded
mobility, while the input is the warhead tilt angle. An illustration of the attack scenario

appears in Figure 1.



[Fig 1 about here]

Deitz proposed a framework for decomposing the elements of a vulnerability
problem into “levels” of testable characteristics [Deitz et~al.(2009)]. Level one
addresses the initial conditions of the engagement, which typically include the
engagement geometry, location of impact, and settings relating to the weapon’s
potential and kinetic energy. Here, the initial conditions are the mass and velocity of
the fragment that impacts the turret roof armor, which depends on the orientation of the
warhead as it detonates above the vehicle. The first of three experiments that we use to
develop the simplified M&S is called the Warhead Airburst Experiment. Its objective is
to study how the mass and velocity of fragments dispersed by the warhead, which
subsequently impact the turret roof armor, vary with changes in the warhead’s tilt angle.

Level two describes the state of components after the attack, corresponding in
this case study to the probability that component one, two, or three is damaged.
Obtaining this result requires two separate experiments. The first, called the Armor
Coupon Experiment, characterizes the probability that the fragment will penetrate the
turret roof armor, in addition to the velocity and mass of the fragment as it exits through
the armor and into the interior of the vehicle. The second, called the Component
Damage Experiment, assesses the probability that the vehicle’s critical components are
damaged due to fragment impact.

Level three evaluates the platform’s functionality following the engagement.
Here, we focus on the vehicle’s mobility, and fault trees are employed to correlate the
status of individual components with the platform’s overall state of mobility. The
output of the fault tree sub-model is the system-level QOI, the probability of degraded

mobility.



As a whole, the simplified M&S is composed of seven independent sub-models.
Six are statistical regression models independently fit to data obtained from one of three
experiments. The seventh is a deterministic fault tree model not derived from test data.
The M&S hierarchically arranges the seven sub-models, such that the outputs of sub-
models lower in the hierarchy serve as inputs to sub-models higher in the hierarchy, as
shown in Figure 2. The primary input to the simplified M&S is the warhead tilt angle,
while the system-level output, also known as the QOI, is the probability of degraded
mobility. The following subsections detail the methods used to develop the sub-models

and to propagate uncertainty.

[Fig 2 about here]

2.1 Methods used to Develop the Simplified M&S

We formulate sub-models I through VI as individual Bayesian regression models.
These sub-models are fitted to data that we notionally generate, as if gathered from
three real-life experiments. The subsequent subsections elaborate on these data and

sub-models in more depth.

2.1.1 Formulation of Sub-models I and 11

Sub-models I and II are fit to notional data obtained from an envisioned Warhead
Airburst Experiment, which is a standard DoD test for characterizing the fragments
dispersed by an exploded warhead [JTCG/ME (2019)]. The experiment is conducted at
an outdoor test range, where the warhead is detonated a few feet above the ground in a
fixed horizontal position. Test instrumentation typically includes cameras and flash
screens to record fragment velocity, and an array of witness panels to retrieve and weigh

fragments. The notional data encompasses a single warhead detonation, and consists of



thousands of records, each of which provides the mass, velocity, and trajectory angle of
an individual fragment.

The input (a.k.a. explanatory variable, independent variable, covariate, or factor)
to sub-models I and I is trajectory angle. Trajectory angle is measured with respect to
the warhead’s coordinate system, with zero degrees corresponding to a fragment
dispersed from the front of the warhead, and 180 degrees corresponding to the rear.
Thirteen witness panels form a semi-circle around the warhead, allowing the trajectory
angle to be measured in 15-degree increments between 0 and 180 degrees. The
trajectory angle serves as the input for both sub-models I and I1; however, the two sub-
models produce distinct outputs that are modeled separately.

The output (a.k.a. the response variable or dependent variable) of sub-model I is

the velocity of a single fragment that is ejected from the exploded warhead. Let y/ j

denote the velocity of the jth fragment from the ith witness panel or bin, where the
Roman numeral superscript denotes that this response variable belongs to sub-model I.
The data collection process groups velocity measurements into discrete bins. The
number of fragments collected per bin is on the order of 100, and is denoted as n}. Bins
are equally spaced according to trajectory angle, x;, which spans from 0 to 180 degrees
in 15-degree increments (i = 1,2,...,13). We want to spatially model velocity as a
function of trajectory angle, thus sub-model I takes the form of a Bayesian Gaussian
process model, as shown in Equation 1.

y{j ~normal(f/,¢") Vi€ {1,2,..,13} and j € {1,2,..,n}}

f!  ~ multivariate normal(0,K (x | a/, p))
a’  ~ half normal(0,.05) (1)

~ inv gamma(.05,.05)
o! ~ half normal(0,1)



Sub-model I assumes the velocity is normally distributed with an unknown
standard deviation (¢'), and an unknown mean (f!) modeled as a Gaussian process
[Gramacy(2020), e.g.,]. The model uses the exponentiated quadratic function (K) to
compute the covariance matrix of f!. We code the response variable and tilt angle
factor onto a zero-to-one scale, and choose weakly informative priors for the noise term
(o), the marginal standard deviation (a), and the length-scale parameter (p’).

The output of sub-model II is the mass of a single fragment that is ejected from
the exploded warhead. Let y/ ]I denote the mass of the jth fragment in the ith bin, and x;
is the fragment trajectory angle. We aim to spatially model fragment mass as a function
of trajectory angle, thus sub-model /] takes the form of a spatial Weibull model, as

shown in Equation 2.

vii ~ Weibull(x", f/) vi€{1,..,13} and j € {1,2,..,n!"}
log(f!) = Lin!t

L = cholesky decompose(K (x | a’!, p'))

K!! ~ half normal(0,1) @)
77{’ ~normal(0,1) Vie€{1l,..,13}

all ~ half normal(0,1)

p!! ~ lognormal (0, .2)

Sub-model I assumes the fragment mass is distributed according to the Weibull
distribution, with unknown scale parameter (f) modeled as a Gaussian process and
shape parameter k!! with prior distribution given by a standard half normal distribution.

Unlike sub-model I, the Gaussian process in sub-model /] uses the latent
variable formulation that multiplies the Cholesky factor of the covariance matrix by a
vector of univariate normals (n''), which implies that f!! is distributed as a multivariate
normal random variable. Another difference is that a log link function is used to bound

f between zero and infinity to satisfy the domain of f*! in accordance with the

10



Weibull distribution. Similar to sub-model I, the exponentiated quadratic function (K)
is used to compute the covariance matrix of f/. Weakly informative priors are
assigned to a!, p!!, and n".

The simplified M&S assumes that the measured fragment trajectory angle is
equivalent to the warhead tilt angle, as depicted in the engagement scenario.
Furthermore, the simplified M&S assumes that the measured fragment’s velocity and
mass are equivalent to the velocity and mass of the fragment that impacts the turret roof
armor, as depicted in the engagement scenario. Henceforth, we will refer to the input to
sub-models I and /] as warhead tilt angle, and we will refer to the outputs of sub-

models I and II as impact velocity and impact mass respectively.

2.1.2  Formulation of Sub-models III, IV, and V

Sub-models I11, IV, and V are fit to notional data obtained from an envisioned armor
coupon experiment, which is a standard type of DoD test for assessing the ability of an
armor coupon to resist penetration from fragmentation [Standard(1997), Johnson
et~al.(2014)]. The Armor Coupon experiment is typically conducted at an indoor range,
where a specialized gun is used to fire an individual manufactured fragment at an armor
coupon that is fixed to a test stand. The tester can adjust the amount of charge that is
loaded into the gun to precisely control the fragment’s velocity. The fired fragments are
manufactured to be representative of real-world shrapnel, and are available in a limited
number of different masses. The notional data encompasses a test series involving 120
trials, where each trial involves a single fragment being fired at an armor coupon that is
representative of the turret roof armor.

The inputs to sub-models I11, IV, and V that are controlled in the armor coupon

experiment are the impact velocity and impact mass of the fragment that impacts the

11



armor coupon. The designed experiment specifies the fragment impact mass as 1, 5, or
20 grains. Forty trials are executed for each impact mass, and the velocities of those 40
trials are determined using a sequential procedure used in the DoD, called 3Pod [Wu
and Tian(2014)]. 3Pod is “sequential” in that it specifies the impact velocity of the next
trial based on whether the previous trial resulted in a penetration or not. The inputs to
sub-models 111, IV, and V are identical, but their outputs are different and are modeled
separately.

The output of sub-model /11 is a binary variable, y}/!, indicating whether the
fragment from the kth trial penetrated the armor, where k = 1,2, ..., n''l; and n'!! is the

number of trials in the armor coupon experiment, which is equal to 120. Let y//! = 1if

the fragment penetrated, and yi/! = 0 if it didn’t. The independent variables that are
controlled in the experiment are impact velocity (v ) and impact mass (m;). The linear

predictor (u") includes an intercept parameter (B4"), two main effects parameters (B4

and BH"), and an interaction parameter (85!). The priors for the parameters are chosen

for their lack of informativeness. Sub-model I1] takes the form of a logistic regression

model, which appears in Equation 3.

ylu ~ Bernoulli(ul/") Vk € {1,2,...,n'"}

ogtGelY) = B By + B B,
1 gl gl BIIT ~ normal(0,10)

The output of sub-model IV, the residual velocity of the fragment after it
penetrates the armor, is observed only if the fragment penetrates the armor coupon. Let
y{" denote the residual velocity of the [th fragment that penetrates the armor coupon,
where | = 1,2, ..., n!Y. The linear model includes an intercept parameter (83), two

main effects parameters (85 and L"), and an interaction parameter (8}), where the

12



priors are weakly informative. Sub-model IV takes the form of the linear model that

appears in Equation 4.

yiv ~normal(ul’, o) vle({1.2,..,n"}
" =By + BE'my + B v + By mw,

IV BY, B, B ~ normal(0,10) 4)
alV ~ normal(0,10)

Similar to sub-model IV, the output of sub-model V is observed only if the
fragment penetrates the armor coupon. When penetration occurs, theory holds that the
fragment mass that exits may increase or decrease based on the impact mechanisms
involved [Zukas et~al.(1983)]. Here, we assume the mass increases due to plug
formation. Plug formation is a mechanism that causes a chunk or “plug” of coupon
material to exit with the fragment, causing an increase in its mass.

Accordingly, the output of sub-model V is the difference between the impact
mass and residual mass, which is defined as y} = u; — m,, where u; and m; denote the
residual mass and impact mass, respectively, of the [th fragment that penetrates the
armor, where [ = 1,2, ..., n¥; and n" is the number of fragments that penetrate the
armor. The independent variables are impact velocity (v;) and impact mass (1m;). The
linear predictor (¢} ) includes an intercept coefficent (8} ), two main effects coefficients
(B% and BY), and an interaction coefficient (5))), where the priors are weakly
informative. Sub-model V takes the form of the exponential regression model with log
link that appears in Equation 5.

v/ ~ exponential(u}) VI € {1,2,..,n"}

log(u/) = Bx + BEmy + Blv, + Bymv, (5)
Ba. By, B¢, By~ normal(0,1)

13



2.1.3  Formulation of Sub-model VI

Sub-model V1 is fit to notional data obtained from a component damage experiment,
which is a test for assessing the fragility of individual components. The component
damage experiment has a similar setup and conduct as the armor coupon experiment.
The difference is that a vehicle component (such as an engine, gearbox, or radiator) is
attached to the test stand instead of an armor coupon. After each trial, engineers inspect
the component and determine whether it was damaged (lost functionality) or
undamaged (retained functionality).

The inputs to sub-model VI that are controlled in the component damage
experiment are fragment mass, fragment velocity, and component type. Fragment mass
is controlled as either 1, 5, or 20 grains, while component type specifies the component
under test, which we generically refer to as component 1, 2, or 3. Fragment velocity is
controlled using 3Pod. Forty trials are executed per unique combination of component
type and fragment mass, resulting in 120 trials per component type, and 360 trials in
total.

The output of sub-model VI, v}, indicates whether the gth trial resulted in a
damaged component. Let y,}/ I'="1 if the component is damaged (loses functionality),
and y;' = 0 if it is not, where ¢ = 1,2, ..., n"/; and n" is the number of trials in the
experiment (equal to 360). The linear predictor (ugl ) includes an intercept parameter
(BX1), two main effects paramaters (85’ and B¢!), and an interaction parameter (857).
The linear predictor parameterizes the three types of components using two dummy
paramaters (8%’ and B§') and two indicator variables (¢}’ and dy"), and the priors are
weakly informative. Sub-model VI takes the form of the logistic regression model that

appears in Equation 6.

14



vq'! ~ Bernoulli(ug’) Vvq €{1,2,..,n""}
logit(ug") =B+ Bg'mf + B vl + ﬁ mivy +
poyl + prldy! (6)

VI pVI pVI pVI pVI pVI
A »PB »Pc »PD »PE »PF ~n01‘ma1(0,10)

From the perspective of the engagement scenario, the fragment velocity and
fragment mass that are controlled in this experiment are equivalent to the residual
velocity (the output of sub-model IV') and residual mass (the output of sub-model V).
Furthermore, the simplified M&S assumes that the fragment’s velocity and mass are
unchanged as the fragment intersects the components. That is, the fragment strikes each

component with an identical residual velocity and mass.

2.1.4 Formulation of Sub-model VII

Sub-model VII differs from all of the previous sub-models in that it is deterministic and
has no unknown parameters that are estimated using experimental data. We formulate
sub-model VII using a fault tree analysis that mirrors a textbook example
[Driels(2004)]. A fault tree analysis is a deductive procedure, based on the engineering
design of the vehicle, used to determine the various combinations of component failures
that could cause a system-level failure, such as a lack of mobility.

The inputs to this fault tree model are the probability of component damage of
components 1, 2, and 3, which are denoted as p(C;), p(C,), and p(C3), respectively.
We assume the three components are critical and non-redundant toward the state of the
vehicle’s mobility, which implies that the fault tree connects the three components in
series, one after another.

The output of sub-model VII is the probability of degraded mobility. As in the

textbook example, the output is formulated as a function of the inputs, using the
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survivor rule function, f(C, C,, C3), which computes the probability of degraded

mobility as shown in Equation 7.

f(C1,C3,C3) =1— H?:l (1-p(C)) (7

2.2 Methods used to Propagate Uncertainty

The case study’s objective is to quantify the uncertainty in the system-level QOI by
propagating forward the uncertainties accumulated throughout the hierarchy of sub-
models. This accumulation includes parameter uncertainty and input uncertainty. The
present subsection defines these uncertainties, and describes the methods used to
propagate them forward to the system-level QOL.

Parameter uncertainty is quantified in the model fitting process. Sub-models /
through VI individually take the form of a probabilistic model that relates the data
collected in the experiment to the uncertain parameters in the sub-model. Each sub-
model is independently fit using Bayesian modeling software, which employs Bayes’
theorem to combine the prior probability distribution of the parameters with the
probabilistic model of the experimental data to obtain the joint posterior probability
distribution of the parameters. This posterior describes the uncertainty in the sub-
model’s parameters.

After the fitting process is complete, a sub-model can be used to make
predictions corresponding to new, unobserved input values, while accounting for
parameter uncertainty. In this case study, the predicted output of each sub-model is the
posterior predictive distribution (PPD). The PPD is the distribution of possible future
sub-model outputs corresponding to new, unobserved inputs values (i.e., interpolation
or extrapolation). PPD computation is standard practice in Bayesian regression

modeling [Gelman et~al.(2013), e.g.,]. Standard PPD computation accounts for
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parameter uncertainty but not input uncertainty, because the new, unobserved inputs are
typically treated as known values that are fixed as constants in the computation.

We account for input uncertainty using the forward propagation of input
uncertainty. This VVUQ technique treats inputs as uncertain, assigns them
corresponding distributions, and then propagates them to the output of the sub-model
[Ghanem, Higdon, and Owhadi(2017), e.g.,]. We apply this technique by modifying the
standard PPD computation. Instead of treating the new, unobserved inputs as fixed, the
modified PPD computation treats the inputs as uncertain. We developed the following

steps to compute the modified PPD:

(1) Formulate the model.

(2) Collect the data.

(3) Apply Bayes’ theorem to obtain the parameter’s posterior distribution.

(4) Assign a distribution to each of the new, unobserved inputs.

(5) Draw a single sample of the new, unobserved inputs from the distribution
assigned in the previous step.

(6) Draw a single sample of parameters from the parameter’s posterior distribution.

(7) Draw a predictive sample from the model likelihood by plugging in the inputs
and parameters drawn in the previous two steps.

(8) Repeat Steps 5—7 many times to obtain a distribution of predictive samples,

which is the modified PPD.

The modified PPD computation accounts for both input and parameter
uncertainty. The M&S’s hierarchical structure specifies that the outputs of lower-level
sub-models serve as inputs to higher-level sub-models for the purpose of prediction, as
earlier summarized in Figure 2. More specifically, in Step 4 of the modified PPD

computation, it is the computed PPD of the lower-level sub-model that is assigned to the
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new, unobserved input of the higher-level sub-model for the purpose of prediction. The
computed modified PPD accounts for input and parameter uncertainty of the present
sub-model, as well as the input and parameter uncertainties of the sub-models that come
before it in the hierarchy.

Quantifying uncertainty in the system-level QOI begins by independently fitting
each sub-model to its corresponding experimental data. Then, we propagate uncertainty

from one layer of the hierarchy to the next using the following stages.

Stage 0 computes an independent standard PPD as the predictive output for each
of sub-models I and /I, for known values of warhead tilt angle ranging between
0 and 180 degrees in small increments.

e Stage 1 computes an independent modified PPD as the predictive output for
each of sub-models I11, IV, and V. The assigned input uncertainty distributions
are the computed results from Stage 0.

e Stage 2 computes an independent modified PPD as the predictive output for
sub-model VI. The assigned input uncertainty distributions are the computed
results from Stage 1.

e Stage 3 propagates the input uncertainties to the output of sub-model VII, which

yields the uncertainty in the system-level QOI. This stage does not account for

parameter uncertainty, because sub-model VII is deterministic and is not fit to
test data. The assigned input uncertainty distribution is the computed results

from Stage 2.

The stages can be expressed analytically. For example, as part of Stage 1,
consider the computation of the modified PPD for sub-model III. Let %' and §' denote

the predicted response at the unobserved warhead tilt angle (¥). And let /! denote the
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predicted response at the unobserved impact velocity () and unobserved impact mass
(7). Additionally, let 87, 8" and 8" denote the vector of unknown parameters for

sub-models I, I1, and 111, respectively. Using Gelman’s notation, the standard PPD for

y!, 1 and §'" can be expressed as

PG 1y, %) = j ' 61, 0)p(@" | y)do' ®)
PG |y, %) = f P! 61, D)p(6' | y1)do" ©)
and

SIT

PG = 11y = [ PG =110%,5,mp@" |y")de" . (10)

Then, to propagate uncertainty from sub-models I and I/ to sub-model /11, we

independently set the unobserved inputs (¥ and 71) within Equation 10 equal to

Equations 8 and 9, respectively. That is,
p@ |y, 5)=p@ |y, ®) , and p@@|y". %) =pF" |y, 2. (1)

Consequently, we obtain the modified PPD for sub-model /11, which is

expressed as

p(ylll =1 |y”1,y”,y1,56") —

ff f p( = 1|0, 7,5)p(8" [y ™yp(|y", ®)p(Bly!, )dvdmide™  (12)

3. Results

The results are organized by the different stages of uncertainty propagation, starting
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with Stage 0. After data from the Warhead Airburst Experiment is collected, sub-
models / and /7 are individually fit to this data using Bayesian modeling software,
enabling the Stage 0 computation of the standard PPD for each of sub-models I and I/
for values of warhead tilt angle, ranging from 0 to 180 degrees in small increments, as
shown in Figure 3. This result includes parameter uncertainty, but not input uncertainty

because warhead tilt angle is treated as a known input to the simplified M&S.

[Fig 3 about here]

After data from the Armor Coupon Experiment is collected, sub-models /11, IV,
and I/ are each independently fit to this data using Bayesian modeling software. Then,
according to Stage 1, the modified PPD is computed for sub-models 111, IV, and V,
accounting for input uncertainty and the uncertainty in each sub-model’s parameters, as
shown in Figure 4. The input uncertainty is represented as a function of warhead tilt
angle in the Stage 1 computation. Consequently, the output of sub-models /11, IV, and

V are expressed as a function of warhead tilt angle.

[Fig 4 about here]

Once data from the component damage experiment is collected, sub-model VI is
fit to this data using Bayesian modeling software. Then, according to Stage 2, the
modified PPD is computed for sub-model V1, accounting for input uncertainty and the
uncertainty in the sub-model’s parameters, as shown in Figure 5. Again, the input
uncertainty (the Stage 1 result) is represented as a function of warhead tilt angle in the
Stage 2 computation. Consequently, the output of sub-model VI is expressed as a
function of warhead tilt angle. The result in Figure 5 includes parameter uncertainty

from sub-models I through V1, and input uncertainty from sub-models /1] through V1.
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[Fig 5 about here]

The third and final stage propagates the uncertainty accumulated in the second
stage through sub-model VII (the fault tree model) to obtain the uncertainty in the
system-level QOI, probability of degraded mobility. Sub-model VII has no parameter
uncertainty, because it is deterministic and includes no uncertain parameters. The third
stage result that appears in Figure 6 is the primary result of the case study, capturing
parameter uncertainties from sub-models I through V1, and input uncertainties from
sub-models 111 through VII.

[Fig 6 about here]

4. Discussion

The approaches described here help the Department of Defense stay at the forefront of
the scientifically rigorous application of M&S to live fire test and evaluation. This topic
is especially germane given the current technological and defense landscape, wherein
joint warfighting capabilities and their supporting materiel solutions, such as Combined
Joint All-Domain Command and Control, have emerged as the principal paradigm for
future deterrence and warfighting.

Emerging joint capabilities will stress the Department’s current T&E
capabilities. For instance, comprehensive live testing of future capabilities may be
stressed due to environmental, fiscal, safety, classification, and ethical constraints.
Therefore, the Department will become more dependent on M&S to evaluate the
efficacy and interoperability of our systems. Additionally, the future joint warfighting
paradigm requires evaluations to be focused on mission threads and kill webs, with a
strong emphasis on understanding the mission effect.

To this end, the Department will need to use modern quantitative methods and

computing technologies to collect and synthesize data from specific threat engagements
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to assess measures of performance, such as platform vulnerability. The Department will
continue to rely on and improve upon empirically derived reduced order models, in
addition to other types of M&S, including the integration of numerous M&S into a
“digital arena” where complex joint warfighting scenarios can be interrogated in a

comprehensive way.

4.1 Summary of Results

The case study demonstrates an approach to quantify uncertainty in the output of a
specific type of M&S, typically used in live fire vulnerability assessments. We
formulated each of the six sub-models within the simplified M&S as an independent
Bayesian regression model, and connected the sub-models in a hierarchy. We then
quantified the uncertainties in each sub-model, and propagated them forward, through
the hierarchy, to the system-level QOI.

Figure 6 presents the primary result of the case study. It shows on the vertical
axis the uncertainty in the system-level QOI, probability of degraded mobility, for a
range of values of the initial condition on the horizontal axis, warhead tilt angle. The
uncertainty in the system-level QOI is expressed as percentiles of the PPD.

Warhead tilt angle was an initial condition of the attack scenario, as well as the
input to the entire simplified M&S. It appeared at the lowest layer of the hierarchy (an
input to sub-model / and /7), and was by design the only input treated as known in the
propagation of uncertainty. Every other sub-model input was treated as uncertain, and
was assigned a distribution that originated as the PPD of the sub-model output that
came before it. This hierarchical dependence enabled the result of each stage of the
propagation of uncertainty to be expressed in terms of the initial condition, warhead tilt

angle.
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The uncertainty in the QOI that appears in Figure 6 was influenced at each stage
of the propagation. The undulations in the uncertainty, cresting at tilt angles of 45, 100,
and 140 degrees, are artifacts of the uncertainty derived from sub-model /. The system-
level QOI’s asymmetric credible interval is attributed to the skewed, positive PPDs that
were output from sub-models /7 and V. The propagation of uncertainty through sub-
model VT transformed the credible intervals onto a probability scale, ranging between
zero and one. The cascading uncertainty grew and transformed as they were propagated
from one layer of the hierarchy to the next.

The uncertainty in the system-level QOI stems from parameters and inputs.
Parameter uncertainty was independently estimated for each sub-model (for sub-models
I through V) as a joint posterior distribution of the parameters, obtained in the model
fitting process. Input uncertainty, on the other hand, was assigned to each sub-model’s
input (for sub-models /7 through VII). Input uncertainty was defined as a distribution,
equal to the PPD of the sub-model that came before it in the hierarchy.

Included within parameter uncertainty are additional sources, including
sampling uncertainty and model uncertainty. Sampling uncertainty captures the
variability of the sampled data, while model uncertainty arises due to discrepancies
between the formulated model and the true underlying process. Parameter uncertainty
can be reduced by sampling more data, reducing variability in the data via an improved
data collection process, or by formulating a better-fitting model, including the use of

informative priors.

4.2 Value of Primary Result

The primary result presented in Figure 6 offers decision makers valuable insights into
the uncertainties of the QOI predictions and the specific conditions influencing the

predictions’ accuracy and reliability. This heightened understanding empowers
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decision makers to make more informed and robust choices, taking potential risks and
their probabilities into account.

To illustrate, consider a situation where a specified warhead tilt angle carries
significant importance to an operational scenario, and has therefore been assigned a
requirement: the probability of degraded mobility at the specified tilt angle must be less
than a threshold value. In this context, the primary result of the case study becomes a
powerful tool for conducting a probabilistic assessment. Through manipulation of the
PPD shown in Figure 6, one can compute the probability of passing the requirement at
the specified tilt angle.

The primary result also provides valuable insights for decision makers regarding
resource allocation. For instance, when planning further testing and M&S development,
one can create hypothetical data to assess its impact on uncertainty. Trade studies can
then identify specific subsystem-level tests and conditions that offer the best reduction
in system-level QOI uncertainty. These study results can effectively inform resource

allocation decisions.

4.3 Comparison of UQ Approach to Past Work in Live Fire Community

Presently, we are unaware of any past work involving AJEM or COVART that
attempted to quantify the uncertainty in the system-level QOI by accounting for all
input and parameter uncertainties throughout the hierarchy of sub-models, as we applied
to the simplified M&S in this case study. Indeed, such a comprehensive uncertainty
analysis is a challenging task, given the diversity and complexity of sub-models in
AJEM and COVART.

Past work has, however, conducted sensitivity analyses. COVART researchers
conducted a series of separate sensitivity analyses to determine which sub-model inputs

had the greatest influence on system-level QOIs [Leakeas et~al.(2021), Staley(2022),
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Leakeas and Stewert(2023)]. This included a sensitivity analysis involving the
geometric drawing of the target, a component probability of damage sensitivity analysis,
and a threat characterization sensitivity analysis. In each study, the researchers
developed and executed a designed experiment, consisting on the order of 100
COVART runs, in which the COVART inputs were systematically varied from run to
run and the corresponding outputs were recorded. The primary finding from this work
was that the probability of component damage due to fire was highly influential.

In a similar line of effort, AJEM researchers conducted sensitivity analyses
[Andres(2020), Andres(2023)] that varied the resolution of the CAD drawing, elements
of the Behind Armor Debris model, and the modeled thickness of the shot-line. The
main takeaway from this work was that perturbations to parameters of the Behind
Armor Debris model had the largest effect on the system-level QOI, foreshadowing
potential future sub-model improvements.

This case study is different than the COVART and AJEM sensitivity analyses
because the goal here was to quantify uncertainty in the system-level QOI, using an
objective, data-driven approach, capturing all parameter and input uncertainties
throughout the simplified M&S. The intent was not to identify which inputs had the

most influence on the outputs, as in the COVART and AJEM sensitivity analyses.

4.4 Comparison to other VVUQ Techniques

VVUQ techniques are typically tailored to the type of M&S under consideration.
AJEM/COVART are different than many M&S that are addressed in VVUQ literature,
because AJEM/COVART are empirical models that are computationally inexpensive
and non-black-box. For this reason, this case study employed certain VVUQ techniques

and not others.
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Calibration is a common VVUQ technique that we applied in this case study.
The purpose of calibration is to adjust a set of parameters associated with a model so
that the agreement between model prediction and experimental observation is
maximized. [Trucano et~al.(2006)]. The type of calibration method employed often
relies on the form of model being calibrated.

The simplified M&S comprised six independent statistical regression models.
We used a standard method for fitting Bayesian regression models, called Markov
Chain Monte Carlo, to calibrate the set of parameters of each sub-model to the
corresponding test data. Regression model fitting is rarely referred to as calibration in
VVUQ literature [Ghanem, Higdon, and Owhadi(2017), e.g.,], but it is a form of
calibration nonetheless.

Another calibration method focuses on the statistical adjustment of engineering
models [Joseph and Yan(2015)]. Engineering models include fast-running, non-
numerical, closed-form expressions, which are often physics-based approximations of
governing equations. These models are not black-box, and are not usually statistical
regression models. This calibration method adjusts the engineering model using a fast,
statistical approach, which preserves the original formulation of the engineering model.
Even though this approach was not employed in this case study, it should be considered
in future work because many sub-models within AJEM/COVART are engineering
models.

VVUQ literature most often concentrates on the calibration of computationally
expensive, black-box M&S, such as finite element models or hydro codes [Ghanem,
Higdon, and Owhadi(2017), e.g.,]. This type of M&S often has the capability to predict
the QOI independent of test data. This contrasts with the simplified M&S, which was

entirely dependent on test data to predict the QOI. Calibration of the computationally
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expensive M&S often involves development and execution of a designed experiment,
which systematically varies the M&S parameters, M&S inputs, and test conditions. The
resulting data set is then used to calibrate the M&S parameters to maximize the
agreement between the M&S predictions and test data. This type of approach was not
employed in this case study, because the M&S under consideration is not
computationally expensive, not capable of predicting the QOI without test data, nor is it
black-box.

Another common VVUQ technique is surrogate modeling. Again, this
technique is often employed when the M&S is computationally expensive, and black-
box. The surrogate model is fit to M&S QOI predictions. A surrogate model is fast-
running and computationally inexpensive to run, and often takes the form of a flexible,
non-linear spatial model, such as a Gaussian process model. Once a surrogate model is
fit to the computationally expensive M&S predictions, it can be used to predict the QOI
in a computationally inexpensive, fast-running manner. A surrogate model was not
needed to serve as a surrogate of the entire simplified M&S because the simplified
M&S was already fast-running and computationally inexpensive. Despite this fact,
surrogate modeling did prove useful in this case study for individual sub-model
formulation, as we demonstrated for sub-models I and I1.

One last VVUQ technique is discrepancy modeling, which is a type of
validation. A discrepancy model models the discrepancy in the QOI between the M&S
prediction and experimental data. This technique is often used when the M&S is black-
box, and when the M&S produces a QOI prediction that is independent of test data.
After the discrepancy is modeled, it is often added onto the M&S prediction. This
correction, which is sometimes referred to as combined prediction, is intended to

produce a more accurate prediction of the QOI than the uncorrected M&S prediction.
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Combined prediction and calibration are the two primary techniques for correcting
M&S using test data. We opted not to use discrepancy modeling and combined
prediction in this case study, because calibration was more straightforward, given that

the sub-models were formulated as statistical regression models.

4.5 Limitations

The simplified M&S had many limitations relative to the actual M&S. For starters, the
simplified M&S is composed of only six statistical regression models and one
deterministic fault tree model. The actual M&S includes libraries of hundreds of sub-
models, such as the Fast Air Target Penetration or Projectile Penetration libraries,
capable of simulating a vast array of threat-target engagement scenarios. These sub-
models are empirical and are primarily formulated as engineering equations. Other sub-
models in the actual M&S include look-up tables and statistical models, both stochastic
and deterministic. Despite these differences, the similarities were substantial enough to
envision the possibility of applying this work to the actual M&S, in one form or
another. It is our hope that this case study will inspire future AJTEM/COVART
uncertainty analyses.

This case study did not account for uncertainty due to a misspecified
hierarchical dependence. That is, there is likely uncertainty due to representing the
attack scenario as an integration of a limited number of subsystem-level phenomena.
The integration of these isolated phenomena likely fails to capture the entire physics of
the complete system. It may be possible to better capture this uncertainty using an
approach that conducts validation and calibration across more than one level of the
hierarchy. The simplified M&S only used test data from a given level to calibrate the

sub-model of that same level, but other research has demonstrated techniques to
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calibrate and validate multiple component-level sub-models that span more than one
level, using system-level test data [Mullins et~al.(2013), Li and Mahadevan(2016)].

The approach in this case study could not easily be applied to AJEM/COVART
in the near future, because some sub-models within AJEM/COVART do not
accommodate uncertainty quantification. One reason for this is that some sub-models
are based on little to no test data. Another reason is that some were developed as simple
look-up tables and were not formulated using a statistical framework. Future work

should aim to improve these sub-models.

4.6 Future Work

Future work could identify sub-models that are in need of improvement. A study could
prioritize sub-models that have two qualities: the greatest influence on the system-level
QOI, and the greatest influence on the uncertainty in the system-level QOI. The first
quality could be quantified using the results of the recently conducted sensitivity
studies. Quantifying the second quality would require additional work, and may
provide additional weight to sub-models that are not formulated statistically or are
based on little to no test data.

Sub-models with the highest priority could be subject to future improvements.
A comprehensive, high-cost investment could involve conducting additional testing to
acquire new data, which could then be used to improve the sub-model. Another high-
cost option would be to use the new data to reformulate the sub-model using
engineering first principles.

An alternative low-cost investment could involve recalibrating an existing sub-
model to existing data. A prime candidate for this endeavor is an existing sub-model
that does not accommodate uncertainty quantification, produces a deterministic output,

was originally formulated as a physics-based engineering equation, and was originally
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calibrated to test data that is still currently available. The recalibration could follow an
established procedure [Joseph and Yan(2015)], employing a fast, statistical approach to
recalibrate the sub-model. As a result, the sub-model could accommodate uncertainty
quantification, while maintaining its original engineering formulation.

Another low-cost investment could involve recalibrating and reformulating an
existing sub-model to existing data. Some look-up tables could be reformulated as
statistical regression models to enable uncertainty quantification. In cases where the
look-up table is based on little data, a simple generalized linear model could be
employed, with increased emphasis on support from subject matter experts to encode
prior information into the model. In cases with ample data, a more flexible and capable
regression model could be employed, such as a generalized additive model or surrogate

model, which may improve uncertainty quantification as well as predictive accuracy.
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