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Executive Summary 

The Department of Defense (DOD) develops and 

acquires some of the world’s most advanced and 

sophisticated systems. As new technologies emerge and are 

incorporated into systems, OSD/DOT&E faces the challenge 

of ensuring that these systems undergo adequate and 

efficient test and evaluation (T&E) before operational use.  

Statistical engineering is a collaborative, analytical 

approach to problem solving that integrates statistical 

thinking, methods, and tools with other relevant disciplines.  

This process provides better solutions to large, unstructured, 

real-world problems and supports rigorous decision-making.  

This briefing, developed for a presentation at the 2021 

Quality and Productivity Research Conference, includes two 

case studies that highlight why statistical engineers are 

necessary for successful T&E.  These case studies center on 

the important theme of improving methods to integrate 

testing and data collection across the full system life cycle – 

a large, unstructured, real-world problem.  Integrated testing 

supports efficient test execution, potentially reducing cost.  

1. Case Study 1: Sequential Test and Evaluation  

Design of experiments (DOE) is an approach that 

allows for systematic variation of controllable input factors 

in the process of determining the effect these factors have on 

an output.  The T&E community has embraced the use of 

non-sequential DOE for planning developmental and 

operational testing.  

In this case study, we advocate for and illustrate the use 

of sequential DOE as a method to support integrated 

effectiveness testing.  We demonstrate the ability to learn the 

same information with less testing using sequential DOE as 

compared to non-sequential DOE.  Sequential DOE is useful 

in the planning of a series of tests, leveraging the information 

obtained from one sequence of testing to help plan the next. 

Sequential DOE is a critical tool in helping testers execute 

testing adaptively, efficiently, and effectively.  
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2. Case Study 2: Incorporating Legacy Data into Test 

Planning  

In testing and evaluating a system’s reliability 

requirements, DOD traditionally uses a demonstration test. 

This is a classical hypothesis test, which uses data from only 

the current test to assess whether reliability requirements 

have been met.  Demonstration tests often require a lot of 

testing.  

In this case study, we advocate for and illustrate the use 

Bayesian assurance testing as a method to support integrated 

reliability testing. Assurance testing leverages information 

from various sources in an attempt to reduce the amount of 

testing required to meet a requirement.  We demonstrate an 

efficient way to assess reliability with less testing than is 

necessary with traditional methods. 
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Outline

Overview of IDA, OED, and Test Science

Case Study 1: Sequential Test & Evaluation 

Case Study 2: Incorporating Legacy Data into Test Planning

Lessons Learned
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Institute for Defense Analyses (IDA)
Answer the most challenging U.S. security and science policy questions with objective analysis 

leveraging extraordinary scientific, technical, and analytic expertise

IDA, headquartered in Alexandria, Virginia, is a 

private nonprofit corporation that operates three 

Federally Funded Research and Development 

Centers

Science and Technology 
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Systems and 

Analyses Center
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ITSD

IAD
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STD

SFRD

SED

Government Sponsors

CARD – Cost Analysis and Research Division; ITSD – Information Technology and Systems Division;  IAD – Intelligence Analyses Division; 

OED – Operational Evaluation Division; STD – Science and Technology Division; SFRD – Strategy, Forces and Resources Division; 

SED – System Evaluation Division
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All military systems undergo operational testing before fielding or

full-rate production

Approved for public release; distribution is unlimited.
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One role of the Operational Evaluation Division is to provide support 

to the Director, Operational Test & Evaluation (DOT&E)

Program 

of  Record

Test 

Planning

Operational 
Test Event

Data 

Analysis

Draw 
Conclusions 
& Report

DOT&E to 
inform 
Congress 

Statistical engineering 

plays a key role in each step. 
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We are a diverse team of statisticians, behavioral 

and data scientists, mathematicians, and engineers
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Method advancement includes ways to better integrate testing and 

data collection across the full system life cycle

Test Design  & 

Efficiency

Case Study 1: Sequential Test & Evaluation 

Case Study 2: Incorporating Legacy Data into 

Test Planning

Approved for public release; distribution is unlimited.

Approved for public release; distribution is unlimited.



8

How does Statistical Engineering factor in?

Statistical Engineering: a collaborative, analytical approach that 

integrates statistical thinking, methods, and tools with other relevant 

disciplines to generate better solutions to large, unstructured,

real-world problems sustainably and supports rigorous decision-

making.

^ and communicate
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Case Study 1: Collecting operational test data using sequential 

planning

Figure Source: Freeman, Laura J., et al. "Testing defense systems." Analytic Methods in Systems and Software Testing (2018): 441.

Soldiers Emplacing the AN/TPQ-53 (Q-53) Counterfire Radar

Approved for public release; distribution is unlimited.
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Can the Q-53 detect shots with high probability?

Can the Q-53 locate the origin of a shot with sufficient accuracy 
to provide an actionable counterfire location?

Figure Source: Freeman, Laura J., et al. "Testing defense systems." Analytic Methods in Systems and Software Testing (2018): 441.)
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The performance of combat systems is likely affected by a wide variety of operating 

conditions, threat types, system operating modes, and other physical factors

Figure Source: Freeman, Laura J., et al. "Testing defense systems." Analytic Methods in Systems and Software Testing (2018): 441.

Design Factor Level

Quadrant Elevation (QE) Low, High

Aspect Angle (AA) Low, High

Munition Type Mortar, Rockets, Artillery

Shot Range (SR) Low, High

Radar Operating Mode 90 deg, 360 deg

Radar to Weapon Range (RWR) Low, High

Example Fire Mission
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Full Factorial – 96 test points

- Characterize

- Main Effects + Interactions

Planning a test: “traditional” DOE approach
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D-optimal design – 184 test points

- Characterize

- Requires research-specified model
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Test Phase 1: 

• Select test points to screen for main effects and 
some interactions

• Collect data

• Fit model 

• Test for curvature 

Test Phase 2: 

• Select test points to fit model for remaining 
interactions

• Collect data

• Fit model

• Test for curvature

Test Phase 3: 

• Select test points to fit model with quadratic 
effects

• Collect data

• Fit final model

Planning a test: sequential DOE approach

Test Phase 1

Test Phase 2

Test Phase 3
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Does it work?

True Model 

Model 1: 

Main Effects + Interactions + Quadratic

Model 2: 

Main Effects + Interactions

Model 3:

Main Effects

* Models are notional and not based on true system performance

Design N 𝝈
Phase 1 

𝜶𝟏

Phase 2 

𝜶𝟐

Phase 3 

𝜶𝟑
𝜶𝒄

D-optimal
1,000 

data sets 
1 .30 .15 .15 .20

3

4

Simulation 

Settings
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Does the method control the Type I and Type II error rates? Does the simulation stop at the test phase we expect it to?

Model 1 Model 2 Model 3

Phase

𝛔
1 2 3 1 2 3 1 2 3

1 0% 9.1% 91% 0% 91% 9.4% 90% 1.8% 7.8%

3 0.3% 22% 78% 1.7% 91% 7.2% 91% 5.9% 2.7%

4 1.8% 23% 76% 7.1% 85% 8.3% 90% 6.8% 3.7%

Method performs as expected
Approved for public release; distribution is unlimited.
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Opportunities for substantial cost savings!
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Sequential Model 1:

ME + I + Q

𝜎 = 1 𝜎 = 3 𝜎 = 4 𝜎 = 1 𝜎 = 3 𝜎 = 4 𝜎 = 1 𝜎 = 3 𝜎 = 4Non-Sequential

SNR = 1, 80% 

Power; 80% 

Confidence

Sequential Model 2:

ME + I 
Sequential Model 3:

ME
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Challenges

Is real-time test planning possible?

Is real-time data analysis possible?

How might the approach impact the test schedule and logistics?

Does the amount of time between test events matter? 

What if the system experiences modification between events? 

Does the maturity of the system matter? 

Within a 

Test Event

Between 

Test Events

When should we try to use 

sequential methods? 

Develop a roadmap for the applied use 

of sequential analysis in T&E.

Demonstrate method using case 

studies.

Approved for public release; distribution is unlimited.
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Case Study 2: Incorporating legacy data into reliability

test planning

Paladin Integrated Management (PIM) self-propelled howitzer

Figure Source: Freeman, Laura J., Rebecca M. Medlin, and Thomas H. Johnson. "Challenges and new methods for designing reliability experiments." Quality 
Engineering 31.1 (2019): 108-121
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How many hours of reliability testing do we need to determine 
whether the system meets its requirement?

Approved for public release; distribution is unlimited.
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We need to determine the test size (hours) for operational testing and the number of failures allowed before we 
declare whether the PIM howitzer meets or does not meet its 64-hour MTBF reliability threshold.  There are two 
errors we can make:

• Test is passed when the vehicle reliability is actually below threshold (consumer risk)
• Test is failed when the reliability is actually above threshold (producer risk) 

Traditional DoD demonstration tests
✓ Fix the risk of passing the test given that the 

true reliability is less than the threshold 
(consumer risk)

✓ Effectively ignore the risk of failing the test 
given that the true reliability is greater than a 
threshold (producer risk)

✓ Find the minimum test size around a fixed 
number of failures

✓ Often require an exorbitant amount of testing

Bayesian assurance testing1

✓ Fixes the risk that the true reliability is less than 
the threshold given that the test is passed 
(consumer risk)

✓ Fixes the risk that the true reliability is greater 
than a threshold given that the test is failed 
(producer risk)

✓ Finds the minimum test size around a fixed 
number of failures

✓ By incorporating all available information, typically 
requires less testing

We can incorporate legacy data into a reliability test plan

1.  If the information we are looking to incorporate is poor – say, for example, developmental testing suggests poor system reliability – then incorporating this information will buy us no 
advantages and will not shorten the length of a test.

DoD = Department of Defense; MTBF = Mean Time Between Failures 

Approved for public release; distribution is unlimited.
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𝐶𝑜𝑛𝑠𝑢𝑚𝑒𝑟′𝑠 𝑅𝑖𝑠𝑘

= 𝑃 𝑇𝑒𝑠𝑡 𝑖𝑠 𝑃𝑎𝑠𝑠𝑒𝑑 𝜆 = 𝑇/𝑀𝑇𝐵𝐹𝑅𝑒𝑞

= 𝑃 𝑦 ≤ 𝑐 𝜆 = ෍

𝑦=0

𝑐
𝜆𝑦𝑒−𝜆

𝑦!
≤ 𝛼

We choose c to be the largest non-negative integer that 
satisfies this inequality. 

Bayesian Posterior Risk Criteria

𝐶𝑜𝑛𝑠𝑢𝑚𝑒𝑟′𝑠 𝑅𝑖𝑠𝑘 = 𝑃 𝜆 ≥ 𝜆1 𝑇𝑒𝑠𝑡 𝑖𝑠 𝑃𝑎𝑠𝑠𝑒𝑑, 𝒙

≈

σ𝑗=1
𝑁 σ𝑦=0

𝑐 𝜆(𝑗)𝑇
𝑦
exp −𝜆(𝑗)𝑇
𝑦!

𝐼 𝜆(𝑗) ≥ 𝜆1

σ𝑗=1
𝑁 σ𝑦=0

𝑐 𝜆(𝑗)𝑇
𝑦
exp −𝜆(𝑗)𝑇
𝑦!

≤ 𝛼

𝑃𝑟𝑜𝑑𝑢𝑐𝑒𝑟′𝑠 𝑅𝑖𝑠𝑘 = 𝑃 𝜆 ≤ 𝜆0 𝑇𝑒𝑠𝑡 𝑖𝑠 𝐹𝑎𝑖𝑙𝑒𝑑, 𝒙

≈
σ𝑗=1
𝑁 1 − σ𝑦=0

𝑐 𝜆(𝑗)𝑇
𝑦
exp −𝜆(𝑗)𝑇
𝑦!

𝐼 𝜆(𝑗) ≤ 𝜆0

σ𝑗=1
𝑁 1 − σ𝑦=0

𝑐 𝜆(𝑗)𝑇 𝑦 exp −𝜆(𝑗)𝑇
𝑦!

≤ 𝛽

Where 𝑥 is available data, 𝜆(𝑗) are the posterior predictive 
draws, and 𝜆0 < 𝜆1

What is the maximum number of failures, c, permitted for a successful 

test of length T? 

Reference: Michael S. Hamada et al., Bayesian Reliability, 2008, Chapter 10. 

Traditional Risk Criteria

Note: The expression Test is failed means that the number of observed failures  is larger than the maximum number of allowed failures. That is 𝑦 > 𝑐. 
Similarly, Test is Passed means that 𝑦 ≤ 𝑐. 
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Traditional Operating Characteristic Curves are based on demonstrating 64-hour MTBF.

• Using optimistic assumptions about true howitzer reliability, a minimum of 
430 hours of operational testing are required to evaluate the howitzer’s reliability with 𝛼 = 0.2 and 
probability of acceptance = 0.80

Evaluating a mission-based threshold with traditional methods 

requires a very long test

a = 0.2
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True MTBF (miles)

192-hour test, 1 failures
permitted
274-hour test, 2 failures
permitted
353-hour test, 3 failures
permitted
430-hour test, 4 failures
permitted
506-hour test, 5 failures
permitted
874-hour test, 10 failures
permitted

140

We need to find the 

combination of test length, T, 

and maximum allowed 

failures, c, that satisfies 

𝑃 𝑦 ≤ 𝑐 𝜆

= ෍

𝑦=0

𝑐
𝑇
64

𝑦

exp −
𝑇
64

𝑦!
≤ .2

Notional Data
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Likelihood Distribution 
T = 400 hours of testing

N = 2 failures

𝑃 𝑥 𝜆 ~𝐸𝑥𝑝𝑜𝑛𝑒𝑛𝑡𝑖𝑎𝑙 𝜆

Prior Distribution

𝑃 𝜆 ~𝐺𝑎𝑚𝑚𝑎 𝛼 = .001, 𝛽 = .001

Posterior Distribution

𝑃 𝜆 𝑥 ~ 𝐺𝑎𝑚𝑚𝑎(𝛼` = 𝛼 + 𝑁, 𝛽` = 𝛽 + 𝑇)

We can use available data to construct our test plan

c = c+1

Begin

c = 0

Posterior Producer’s Risk: Solve 

𝑃 𝜆 ≤ 𝜆0 𝑇𝑒𝑠𝑡 𝑖𝑠 𝐹𝑎𝑖𝑙𝑒𝑑, 𝑥 = 𝛽 (.20)
for T

Posterior Consumer’s Risk: Solve 

𝑃 𝜆 ≥ 𝜆1 𝑇𝑒𝑠𝑡 𝑖𝑠 𝑃𝑎𝑠𝑠𝑒𝑑, 𝑥 ≤ 𝛼 (.20)
for T

End

Yes

No

Bayesian Test Plan Algorithm

Available data, x, from 

previous test event 

Non-Informative Prior

𝜆0 =
1

140
= .00714

𝜆1 =
1

64
= .015625

Acceptable and rejectable levels

Inputs based on growth curve test objective and requirement

Note: The expression Test is failed means that the number of observed failures  is larger than the maximum number of allowed failures. That is 𝑦 > 𝑐. Similarly, Test is 
Passed means that 𝑦 ≤ 𝑐. 

Notional Data
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When DT and OT testing are carried out under 
similar conditions, incorporating DT data into 
the OT reliability assessment may be 
reasonable.

• Bayesian assurance methods provide a 
structured way to leverage DT

• Similar to Operational Characteristic 
Curve assumptions, chart on the left 
assumes the howitzer attains a true 
reliability of 80 hours

• Permits a more powerful assessment of 
reliability with fewer miles compared to 
traditional methods that consider only OT 
data

DT = Developmental Test; MMBOMF = Mean Miles Between Operational Mission Failures; OT = Operational Test 

Example: OT analysis for 101 test hours with 2 observed  failures

Bayesian assurance testing offers a more powerful and efficient way to assess 

reliability compared to traditional methods

Failures 

Allowed

Bayesian Assurance 

Test Miles

DT MTBF 

is 57

DT MTBF

is 80

0 179 31

1 234 64

2 290 101

3 345 140

4 401 180

5 457 221

DT Reliability                *OT Observed*             OT Predicted Reliability

(Prior)                              (Likelihood)                          (Posterior)

Bayesian Estimate

Frequentist Estimate

Notional Data
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Challenges

When is a Bayesian Assurance Test appropriate? 

Does the analysis you plan to conduct after the test is executed matter? 

How do we convince the OTA that this might be a reasonable path forward? 

What data will you need to collect?

How much past test data should we use/include?

OTA: Operational Test Agency

When should we try to use 

Assurance Testing methods? 

Develop a best practices guide

Build an R library

Illustrate using case studies

Approved for public release; distribution is unlimited.
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Lessons Learned

1. Successful test planning requires frequent communication and collaboration

2. It’s okay to compromise 

3. Most people do not speak statistics. Learn to speak their language! 

4. Observe the test event; test execution rarely goes as planned

5. The 80% solution is usually good enough

6. Don’t be afraid to ask questions

7. Statistics isn’t everything
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The Test Science team strives to ensure that our methodologies and best practices are 

widely disseminated and accessible to everyone in the T&E community
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